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Korea amends Personal
Information Protection Act 
Kwang Bae Park, Hwan Kyoung Ko and Sunghee Chae of Lee & Ko in South Korea
explain the changes to the three main privacy laws in Korea and what they mean for business.

On 9 January 2020, amend-
ments to Korea’s three major
data privacy laws (Three Data

Laws), i.e., Personal Information Pro-
tection Act (PIPA), Act on the Promo-
tion of Information and Communica-
tions network Utilization and
Information Protection (network
Act), and Credit Information Use and
Protection Act (Credit Information
Act), were passed at a plenary session
of the national Assembly of Korea.
These three amendments bills were
promulgated on 4 February and will
enter into force on 5 August 2020.

We live in an era of the data-driven
economy where the use of new tech-
nologies such as artificial intelligence
(AI), cloud services, and Internet of
Things (IOT) has become a necessity in
order to process increasingly larger
amounts of data and develop new busi-
nesses in the IT sector. In line with the
legislative trends in other major parts
of the world, there has long been a push
in Korea towards amending the Three
Data Laws to ensure the secure use of
personal information while still paving
the way for the more efficient process-
ing of big data. The revisions to the
Three Data Laws are the culmination
of such efforts. 

The amendments to the PIPA that
have been adopted include, among
others: 
1.   Clarification of the definition of

“personal information;” 
2.   The introduction of pseudo-

nymized information and the per-
mitted use of pseudonymized infor-
mation for research and statistical
purposes without the data subject’s
consent;

3.   The introduction of compatibility; 
4.   The transfer of the network Act’s

personal information-related provi-
sions to the PIPA; and

5.   The elevation of the Personal Infor-
mation Protection Commission’s
(PIPC’s) status to a central adminis-
trative agency responsible for the
enforcement of the PIPA. 
Given the importance of the newly

amended PIPA and its potential impli-
cations on data-reliant industries regu-
lated by the PIPA, we have summa-
rized below the key changes to the law. 

Key Provisions of the
amended PiPa 
clarification of the definition of “per-
sonal information” (Article 2(1)): As
is the case under the current PIPA, the
definition of “personal information”
under the amended PIPA continues to
include “information that can be easily
combined with any other information
to identify a specific individual.” The
amended PIPA provides clearer direc-
tion on what this means, by stipulating
the criteria for determining whether
certain information can be “easily com-
bined with any other information to
identify a specific individual.” The spe-
cific criteria set forth in the amended

PIPA is that one must give “reasonable
consideration to factors such as time,
cost, and technology required for iden-
tifying an individual, including the
likelihood of obtaining additional
information to be combined with the
subject information.” The above crite-
ria are intended to prevent the defini-
tion of personal information from
being interpreted too broadly under
the PIPA.

introduction of “pseudonymized
information” (Article 2(1)(c), 2(1-2),
2(1-8) and Chapter 3): The amended
PIPA introduces the concept of “pseu-
donymized information,” which means
“information which, through the
process of pseudonymization, may no
longer be used to identify a specific
individual without using or combining
additional information to restore the
information to its original state.” Here,
“pseudonymization” means the
process of fully or partially deleting or
replacing personal information or
employing other similar methods such
that the personal information can no
longer be attributed to a specific indi-
vidual without additional information.

The initial draft amendment of the
PIPA provided that the specific meth-
ods of pseudonymization would be set
forth in the relevant Presidential
Decree. However, the final version of
the amendment which passed the
national Assembly stipulates the prin-
ciples governing the pseudonymization
methods in the PIPA itself, rather than
delegating the authority to the Presi-
dent to determine such methods in the
Presidential Decree. Therefore, data
handlers are advised to continue moni-
toring the position of the pertinent reg-
ulators, including any guidelines to be
issued by them, and see how the princi-
ples stipulated in the amended PIPA
are applied in practice going forward.   

Under the amended PIPA, data
handlers may process pseudonymized
information without the consent of the
data subject for purposes including sta-
tistical compiling, scientific research,
and record preservation for the public
interest. Moreover, the PIPA’s provi-
sions regarding the destruction of per-
sonal information and the data subject’s
right to request access, or the correc-
tion/deletion of personal information,
do not apply to pseudonymized infor-
mation. As stated in the reasons for the
proposed amendment to the PIPA,
“scientific research” purposes include

These three amendments bills were 
promulgated on 4 February and will 
enter into force on 5 August 2020.
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“commercial purposes such as the
development of data-based, innovative
technology, products, and services.”
The wider scope of purposes for which
personal information may, after being
pseudonymized, be used and provided
to third parties under the amended
PIPA is in line with the demands of the
current data economy.   

Meanwhile, the amended PIPA reg-
ulates the combining of pseudo-
nymized information managed by dif-
ferent data handlers by stipulating that
only professional institutions desig-
nated by the PIPC or by the head of a
pertinent central administrative agency
may combine such pseudonymized
information. Also, the combined infor-
mation may only be exported outside
of the professional institution after
obtaining the approval of the head of
the said institution.

Furthermore, the amended PIPA
requires that anyone who processes
pseudonymized information must
implement the statutorily-prescribed
security measures. Processing pseudo-
nymized information for the purpose
of identifying a specific individual is
also prohibited under the amended
PIPA. Anyone who violates this prohi-
bition may be subject to a penalty sur-
charge of 3% or less of their total rev-
enue, and imprisonment of up to five
years or a fine of up to 50 million South
Korean Won (KRW). 

use of personal information
within the scope reasonably related to
the original purpose of the collection
(Article 15(3), Article 17(4)): The
amended PIPA allows data handlers to
use or provide personal information
within the scope reasonably related to
the original purpose of the collection
without the consent of the data subject
in accordance with the Presidential
Decree to be promulgated, after con-
sidering, for example, whether such use
or provision may result in any disad-
vantage to the data subject and/or
whether the data handler has imple-
mented the necessary safeguards to
ensure the security of the personal
information, e.g., encryption. By doing
so, the amended PIPA has relaxed the
existing consent-oriented regulations
which have been subject to continued
criticism for being excessively formalis-
tic and stringent, and adopted the pur-
pose limitation principle of the GDPR,

which allows the use of personal infor-
mation for purposes that are not
incompatible with the purpose of initial
collection. The specific details regard-
ing the method of using and providing
personal information for the purposes
as described above will be set forth in
the Presidential Decree, so it is impor-
tant to continue monitoring any
amendments to be made to the Presi-
dential Decree.  

exclusion of anonymized infor-
mation from the application of the
PiPa (Article 58(2)): The amended
PIPA explicitly provides that any
 information which cannot be used to
identify a specific individual even if the
information is combined with any
other information, after reasonably
considering factors such as time, cost,
technology (“Anonymized Informa-
tion”), is not subject to the provisions
of the PIPA. 

Under the current PIPA,
Anonymized Information is already
considered as non-personal informa-
tion which is not subject to the PIPA.
However, to avoid any dispute over
potential grey areas, the amended PIPA
explicitly states that Anonymized
Information is excluded from the appli-
cation of the PIPA. 

transfer of the network act’s per-
sonal information-related provisions
to the PiPa (Chapter 6): The amended
PIPA includes a new chapter on the
“Special Provisions for the Processing
of Personal Information by Informa-
tion and Communications Service
Providers and Recipients of Personal
Information Provided by Information
and Communications Service
Providers (collectively, the ICSPs)”
(Special Provisions), which basically
consists of the network Act’s provi-
sions relating to personal information
protection that are not in harmony
with those set forth in the PIPA. Exam-
ples of such provisions include those
on the collection and use of personal
information, notification and report of
personal information leakages, destruc-
tion of personal information of inactive
users, notification of personal informa-
tion usage details/records, damage
compensation guarantees, designation
of a domestic representative, protection
of personal information transferred
abroad, and penalty surcharges. 

consent no longer required for an

icsP’s outsourcing of data process-
ing to a third party: Under Article 25
of the current network Act, an ICSP
who wishes to outsource the process-
ing of personal information to a third
party (Outsourcing) is obliged, in prin-
ciple, to obtain the data subject’s (i.e.,
user’s) consent. However, this provi-
sion was not transferred to the
amended PIPA as part of the Special
Provisions, and thus the PIPA’s provi-
sions on Outsourcing will now apply
to an ICSP who wishes to engage in
Outsourcing. 

Under the current PIPA, the data
subject’s consent is not required for
Outsourcing. However, because the
network Act included such a consent
requirement, ICSPs were required to
obtain separate consent to not just the
collection/use of personal information
and provision of personal information
to a third party, but also Outsourcing.
Due to this additional consent require-
ment, Article 25 of the network Act
was often mentioned as one of the main
reasons that IT service providers were
prevented from more actively utilizing
cloud services, which is generally how
most IT service providers process data
of their customers. 

The Initial PIPA Bill included Arti-
cle 25 of the network Act as one of the
Special Provisions to be transferred to
the PIPA. yet, the idea of transferring
Article 25 to the PIPA was discarded
during the bill review process after sev-
eral legal and industry experts pointed
out the problems with doing so, and
data handlers/ICSPs also criticized the
possible implications.  

streamlining of Korea’s data pro-
tection regulatory authorities (Arti-
cle 7, 7-14): The PIPC will be elevated
to a central administrative agency
reporting to the Prime Minister, and
will also become the supervisory
authority for data breaches (including
the misuse/abuse of personal informa-
tion and leakages). Personal informa-
tion protection matters that are cur-
rently handled by multiple agencies
(i.e., Ministry of Public Administration
and Security, Korea Communications
Commission) will all be handled by the
PIPC instead. In order to ensure the
independence of the PIPC, Article 18
of the Government Organization Act
— which stipulates the Prime Minis-
ter’s authority to direct and supervise
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the heads of central administrative
agencies under orders from the Presi-
dent, and revoke or suspend any
administrative orders issued by the
head of a central administrative agency
if they are deemed unlawful or unjust
— will not apply to certain tasks per-
formed by the PIPC. 

networK act: deletion of
Personal data Provisions
As explained above, in order to
achieve harmonization among the
Three Data Laws, the personal infor-
mation-related provisions of the net-
work Act have been transferred to the
PIPA, and thus the said provisions
(i.e., Chapter 4 (Protection of Per-
sonal Information)) have been deleted
from the network Act. 

credit information act and
act on the Protection and
use of location information
The amendment to the Credit Informa-
tion Act was also passed by the
national Assembly’s plenary session
on 9 January 2020, the same date that
the amendments to the PIPA and net-
work Act were passed. Among the
changes that were adopted, certain pro-
visions of the Credit Information Act
that overlapped with the PIPA were
revamped so that the relevant provi-
sions of the PIPA would apply instead,
and some provisions were revised to
clarify the Credit Information Act’s
relationship with the PIPA. As such, in
order to determine whether the

amended PIPA (and not the Credit
Information Act) will apply to the pro-
cessing of an individual’s personal
credit information, concerned busi-
nesses and companies should review
the PIPA’s new changes in detail. The
amended Credit Information Act stip-
ulates that the PIPC has the authority
to supervise personal credit informa-
tion that is processed by a business
operator and not a financial institution,
while the Financial Services Commis-
sion has supervisory authority over
personal credit information processed
by financial institutions. 

The draft amendment for the Act
on the Protection and Use of Location
Information (Location Information
Act) — which was also proposed to the
national Assembly on november 15,
2018 along with the draft amendments
of the PIPA and network Act —
includes a provision that would trans-
fer the KCC’s authority to
enforce/oversee matters relating to the
protection of personal location infor-
mation (which qualifies as personal
information) to the PIPC, and have the
KCC and PIPC be jointly responsible
for enforcing the Location Information
Act. The national Assembly’s review
of the Location Information Act’s
amendment bill has been postponed
due to the need to further discuss and
clarify the respective scope of tasks to
be performed by each of the two
authorities. As such, it would be help-
ful to keep an eye on whether the bill is
eventually passed. 

The new PIPA is meaningful in
that it provides clearer guidance to
data handlers on what constitutes the
lawful processing of personal informa-
tion, and also sets forth the standards
for the secure processing of personal
information. yet, since the amended
PIPA also imposes additional obliga-
tions on data handlers and provides
for heavier sanctions (e.g., introduc-
tion of a penalty surcharge) in the case
of a violation, the recent changes
should not be taken lightly. 

The amended PIPA is expected to
go into effect six months from its
promulgation date, and the amendment
of the PIPA’s implementing regulations
and related public notices are also
expected to take place in the upcoming
months. Therefore, we recommend
that anyone who is likely to be affected
by the new PIPA review the changes
carefully and continue to monitor any
related legislative developments. 

Korea’s January 2020 reforms to its three
main data privacy laws are outlined in the
above article. This note makes brief
observations on the possible significance of
those reforms for the assessment under the
GDPR. Art. 45 of the adequacy of Korea’s
data protections by the European
Commission (EC).
The transfer of the Network Act’s personal
information related provisions to the
Personal Information Protection Act (PIPA)
(Park, 1(5)), coupled with the transfer of
enforcement powers from the Ministry of
Public Administration and Security
(MOPAS), and the Korean Communications
Commission (KCC), to the Personal
Information Protection Commission (PIPC),
and the provisions exempting the PIPC
from Prime Ministerial and Presidential
directions (Park, 1(7)), may mean that the

PIPC will now satisfy the EC’s requirements
for an independent supervisory authority,
including independence in control of
enforcement actions. The transfer of KCC’s
previous regulation of ICSPs (Information
and Communications Service Providers) to
PIPC also means that PIPC regulates a
sufficiently comprehensive part of Korea’s
private sector to make an adequacy finding
worthwhile for both sides.
Other aspects of the Korean reforms may
raise issues which the EC will need to
address because those provisions are
different from their GDPR equivalents. The
Korean use of ‘easily combined’ makes the
definition of ‘personal information’ narrower
than in the GDPR (Park, 1(1)). Whether the
Korean allowed non-consensual uses of
‘pseudonymized information’ for commercial
purposes, the inclusion without conditions of

‘sensitive’ information, its provision to third
parties, and its combining, can be done
under a ‘presumption of compatibility’ for
archival, research and statistical uses
similar to that in the GDPR art. 5(2) (Park,
1(2)) are all issues as well. Even the
Korean use of ‘etc’ in describing the scope
of this compatibility is questionable. It is not
useful to speculate to what extent the
differences between the Korean provisions
and the GDPR will be regarded as
significant for the question of adequacy.
Neither the EC’s adequacy decision
concerning Japan, nor the EDPB’s
opinions, give useful guidance.

Graham Greenleaf, Professor of Law &
Information Technology, UNSW Australia

ADEQUACY ISSUES FOLLOWING KOREA’S REFORMS
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India’s data privacy Bill: 
Progressive principles,
uncertain enforceability
The new Bill includes several notable changes from the previous
version and should be followed closely not least due to the
government’s EU adequacy aspirations, says Graham Greenleaf. 

India’s Modi government has at
long last submitted the Personal
Data Protection Bill, 20191 to

India’s lower house, the Lok Sabha.
The government Bill is based on the

draft Bill (and Report2) prepared by
the committee chaired by former
Supreme Court Justice Srikrishna,

New GDPR law for Greece
Spyridon Vlachopoulos and Vassiliki Christou from the University
of Athens explain new aspects and limitations of this law.

Greece’s law implementing the
GDPR, Law 4624/2019 (the
Greek Law), entered into

force on 29 August 2019. The new
Greek Law is composed of three
parts. The first part provides that the
Greek Data Protection Authority
(DPA), responsible for the enforce-
ment of data protection law, includ-
ing the GDPR, is the DPA already

established under the previous data
protection law 2472/1997, and sets
out its new competences. The second
part contains measures implementing
the GDPR. The third part transfers
into Greek legal order Directive
2016/680/EU1. In this article, we
shall focus primarily on the second
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Korea amends its privacy laws;
Greece adopts GDPR law
On 9 January 2020, South Korea’s national assembly adopted
amendments to its major data privacy laws. This development is
interesting in view of Korea’s ambitions to be assessed as EU-
adequate (p.21). The same scenario applies to India (p.1) although its
Bill is at the start of its legislative stages.  

Greece’s GDPR implementation has lagged behind other EU
Member States but we are pleased to publish now a full report on the
specifics of this new law (p.1). Some commentators say, however,
that the law was rushed through, and there are some shortcomings
in the text. 

The EU Commission is already looking at whether certain aspects of
the GDPR should be updated (p.10) as the development of new
technologies, especially AI, poses new challenges on whether it is
possible to apply the regulation in this context (p.14). Our Biometric
Identification Roundtable is putting recommendations and questions
to the UK regulator on the UK Information Commissioner’s
position regarding achieving a balance between data minimisation
and Artificial Intelligence’s need for a vast amount of data. Can
minimisation, necessity, accuracy, security and ethics be reconciled
with these technological developments? (p.29). More on AI and facial
recognition on p.27. As the EU debates the route to take, our
correspondent analyses existing regulation. The EU white paper on
AI was adopted on 19 February just as we were going to print1. 

Facebook is developing an Oversight Board – how will it work and
what will be its relevance? Read a report on this topic on p.18 which
raises the question of applying good governance principles to such a
large and powerful enterprise.

The much-awaited Court of Justice of the European Union
Advocate General’s Opinion on Schrems II and Standard
Contractual Clauses (SCCs) was issued last December. Despite
positive messages, SCCs applicability is still limited on a practical
level, our correspondent says (p.11). We await the final decision,
expected in the first quarter of 2020.

Laura Linkomies, Editor
PRIvACy LAWS & BUSInESS 

       1. ec.europa.eu/info/sites/info/files/commission-white
-paper-artificial-intelligence-feb2020_en.pdf
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